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Insight

Explainer: Russia-aligned bots using 
AI to spread disinformation
15 October 2025 09:11 GMT

By Veronika Malinboym and Damien Sharkov

Matryoshka and Doppelganger are known for spreading AI-driven disinformation online
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Heading into the recent parliamentary elections in Moldova in September, President Maia Sandu 
 of Russian attempts to meddle in the vote, in a variety of ways, including warned repeatedly through 

.disinformation

Ahead of polling day on 28 September, Russian social media bot campaign Matryoshka appeared to 
have done exactly that, according to a new report by Russian investigative , as bots website Agentstvo
engaged in posting provocative content online produced in part with the help of artificial intelligence.

The bots posted 336 videos in the weeks and months leading up to the vote, targeting several groups 
with distinct messages, promoting the Kremlin's agenda and discrediting Moldova's pro-EU 
government, research from Russia's Bot Blocker monitoring project cited by Agentstvo indicated.

The bots have been posting Moldova-related content on social media platform X since at least April, 
joint research by Bot Blocker and Russian investigative outlet  reported at the time and the The Insider
bots reportedly  in June ahead of an EU summit to be held in the country.continued their efforts

By Agentstvo's reckoning this was Matryoshka's largest and longest-running effort to date, but 
Moldova has been far from the bot network's only target, as recent elections in the US, Poland and 
Germany also saw increased bot activity. Nor is the Matryoshka campaign, the sole disinformation 
effort that the Russia-aligned bots have engaged of late in using AI.

Who are the Russia-aligned bots using AI?

Matryoshka has become one of the most prominently reported Russia-linked bot campaigns in recent 
years, involving the work of a network of bot accounts which in some reports  have also been referred
to as Operation Overload and Storm-1679. 

The network consists of a series of bot accounts on X, but also other social media like Telegram, 
routinely interacting with each other in promoting fake news stories. 

Their methods usually involve impersonating Western information sources online - media outlets, 
public institutions, and NGOs - in order to push pro-Kremlin messages, as previously identified in a 

 by France's Secretariat-General for National Defence and Security (SGDSN). The June 2024 report
bots have reportedly shared content in French, English, Italian, German, Russian and Ukrainian. 

One example of the bots' Matryoshka campaign breaking through - albeit likely an exceptional case in 
terms of the extent of its reach according to  by the Institute for Strategic Dialogue a May 2025 report
(ISD) thinktank - revolved around a narrative that USAID was funding celebrity trips to Ukraine. The 
video reportedly reached more than 4.2 million views, after being boosted by a prominent conspiracy 
account. 

Another similar campaign that has received attention of late and has reportedly incorporated AI is 
known as "Dvoynik" or "Doppelganger". 
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As part of Dvoynik, the bots also spread short propaganda posts on social media, seeking to direct 
users to clones of major news media outlets' websites. According to a  by the exiled July 2024 report
Russian outlet Novaya Gazeta Europe, the bots have published content in 13 languages as part of 
the Dvoynik campaign. 

In June 2024, the , citing the Bot Blocker project, reported that the investigative outlet The Insider
network of bots engaging in such campaigns had increased its reach tenfold, posting two million posts 
on X viewed by 1.6 million users in 24 hours. 

Since then, several major , along with , , and French intelligence Western publications OpenAI Meta
agency , have conducted their own investigations into the operation. Viginum

In July 2023, the  'restrictive measures' on companies and individuals European Council imposed
allegedly linked to the disinformation campaigns involving the bots, including state-linked non-profit 
organisation ANO Dialogue, the Inforos agency (reportedly tied to Russian military intelligence, GRU), 
the IT group Structure, and the Agency for Social Design, a political consulting firm working with 
clients from Russia's State Duma and the Interior Ministry, among others. 

How does Matryoshka operate?

Matryoshka, including its most recent effort in Moldova, has involved mimicry of trusted Western 
information sources on social media. 

The campaign works in two stages, France's SGDSN . False claims often packaged as has reported
genuine reports from international media are posted on social media by a handful of accounts known 
as "seeders", before a second group of accounts, known as "quoters", shares and amplifies them. 
The latter group has also been reported to actively bring the posts to the attention of major Western 
media outlets and even fact-checking or anti-disinformation accounts.

In the lead-up to the Moldovan election, bots posted videos on social media designed to resemble 
news content from , , La Tribune and , pushing various fabricated Euronews Le Point The Insider
allegations and claims about Maia Sandu and her pro-EU government, including of engaging in 
corruption, political repression, feuding with EU officials and, ironically, of engaging in disinformation. 

One text-led video subsequently debunked by  was packaged as a public service The Insider
announcement post by Viginum, mimicking the agency's branding, warning viewers of apparent 
underhand tactics being used to shore up support for Moldova's government. Vast sums of money, 
the post claimed, were being spent on disinformation aimed at "increasing people's loyalty to Maia 
Sandu".  

According to Agentstvo, bots have made use of AI as part of the Matryoshka campaign in their 
mimicry efforts, particularly in trying to produce more sophisticated spoofs. 

See also: Russian state-sponsored entity behind fake news campaigns - report
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Ahead of Moldova's polling day in September, bots had posted AI-generated images of at least three 
different countries' presidents - Romania, France, and Italy - and an AI-produced music video, Bot 
Blocker's report, cited , said. by Agentstvo

One video reportedly posted as part of Matryoshka's Moldova disinformation efforts was a vox pop, 
 a French academic from the University of Cergy telling viewers of his deep sense appearing to depict

of shock at Sandu's apparently "brutal" tactics to sideline her political opponents, before urging 
viewers to share this video with friends and family in Moldova. 

In actual fact, the academic, Geology professor Dominique Frizon de Lamotte, has since disavowed 
the video and denied ever making those remarks, telling broadcaster  in October 2025 that France 3
he had "no connection with Moldova" and the clip was likely and AI-manipulated edit of a genuine 
university video in which he spoke about the Vexin region of France. 

The Russian network of bots has reportedly adopted AI manipulation for similar purposes previously.

In December 2024  reported on similar uses of AI, this time altering clips of academics from Agentstvo
Princeton and Harvard, as well as employees of Human Rights Watch. Speakers appeared to call for 
dropping Western sanctions against Russia, warning of "crisis", "decline" and "downfall" of industries 
in the EU, or endorsing Russia's territorial claims over Ukraine's "historically alien lands". 

The videos, Agentstvo reported, used legitimate footage of the speakers introducing themselves, 
interlaced with thematically-relevant still images at points when an AI manipulation of their voice was 
likely inserted to give the false appearance that the speakers were delivering the Kremlin-aligned 
talking points.

How does Doppelganger operate?

"Dvoynik" or "Doppelganger" derived its name from a  by the European think September 2022 report
tank EU DisinfoLab, owing to the campaign's use of mimicry in a coordinated operation launched in 
the Western segment of the internet in May of that year. The think tank has suggested that the 

 overlaps and shares avatars with Matryoshka.campaign

Doppelganger's aim is to promote Russian anti-Western and anti-Ukrainian narratives via "clone" 
websites of popular media outlets, such as Germany's Der Spiegel or France's Le Parisien. 

The clone websites, exiled , closely resembled the original platforms in Novaya Gazeta has reported
both style and layout, with only minor differences in appearance. For example, the URL domain is 
reportedly slightly different - "Spiegel.pro" instead of "Spiegel.de", or "Leparisien.ltd" instead of 
"Leparisien.fr". In terms of their content, however, the sites almost entirely disseminate pro-Kremlin or 
anti-Western narratives. 
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One example of this was the "clone" of German newspaper Suddeutsche Zeitung reportedly 
publishing a series of fake news stories in 2022. It reportedly featured fake content showing empty 
German supermarkets' shelves, police using violence against protesters and the results of a non-
existent poll, which apparently indicated that most Germans believed their government "does too little 
for its citizens". The genuine paper posted  the website.an article debunking

According to Novaya Gazeta, Doppelganger also runs other sites such as the seemingly LGBT-
focused My Pride, which in reality features contents critical of Joe Biden's administration, uses AI-
generated illustrations and lacks any information about its editorial staff. 

As with Matryoshka, bot use of AI-generated content has also been linked to the Doppleganger 
campaign.

In December 2024, bots reportedly circulated a clip attacking the US presidential election, in which 
then-presidential candidates Donald Trump and Kamala Harris were mocked as "two fools", while 
Ukrainian President Volodymyr Zelensky was labelled a "junkie." The investigative outlet Agentstvo 

 that the accompanying song showed signs of being AI-generated and cited the Bot Blocker reported
project as saying the video received 40,000 views on X within the first 24 hours of its release. 

Similarly, in July 2024, ahead of the Olympic Games in Paris, the bots  a video widely promoted
designed to look like it was produced by Little Big, a popular Los Angeles-based rave band from St 
Petersburg. The clip, smearing the event, reportedly featured both real actors from Russia and what 
is thought to be an AI-generated image of the lead singer. According to Agentstvo's August 2024 

, the fake video obtained 4.9m reposts on X. report

See also: Russian media smears Paris games

How is AI changing propaganda online?

Pro-Kremlin bots' increased interest in using AI could have implications for the scale and content of 
their future efforts, some analysts have warned. 

According to a  by the UK-based research firm Reset Tech and Finnish software July 2025 report
developer Check First, the use of AI has allowed Russia-linked bots to significantly increase the 
scope of their social media campaigns, which are now expanding beyond X and Bluesky to also break 
through on TikTok, obtaining millions of views worldwide. 

The  think tank has also argued that measuring bot impact need Institute for Strategic Dialogue (ISD)
not be solely limited to engagement metrics. In fact, in the case of Matryoshka for example, seeking a 
wide audience may only be a secondary goal for the campaign, , with bots' according to SGDSN
primary objective seemingly being to inundate or discredit Western media involved in debunking and 
fact-checking disinformation. 

As it is, ISD has warned, bots already have the potential to divert fact-checkers with additional 
debunking efforts. 
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Moreover, according to a March 2025 , Russian disinformation efforts are not study by NewsGuard
only geared towards using AI to produce content and influence humans, but producing content 
intended to influence how AI operates. A new Moscow-based network called Pravda ("Truth") has 
emerged, tasked with "infecting" AI models' responses to current news topics with false claims and 
Russian propaganda, NewsGuard has reported.

The study found that when confronted with a sampling of 15 false narratives, in 33% of cases, 10 
chatbots,  including those developed by OpenAI, Meta, and Google, repeated false claims spread by 
Russian propaganda.

Amid the growing use of AI by Russian bots, journalist Andrei Sapozhnikov, in his July 2024 op-ed for 
, urged the protection of traditional media, which, he wrote, has become "the Novaya Gazeta Europe

last refuge of credibility for audiences around the world" from bots that have already devalued social 
media and could turn it too into a "propaganda dump".

See also: Explainer: Kremlin-linked bots spread disinfo ahead of Armenia's 2026 vote
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